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^-^yj^ig^ H^fl^ "^^S^ ^^^1-^ ?1 nil -^1^11- MAC mlA];^!!- ol-g- 

^>o^ 7l;^l^^^ #>y*>i^. 7]^]^^ ^^^^-^t-i 71 BflA];^!!- 

^H^l^i^ H5fl^ ^>:^s]- 7l# i^J^l-^ ?1 -i-^ MAC ol-g.^>o^ 7> 

5 

[AHolol] 

-T-^ ^tl^plj, HSfl^ "U^^ 7l , MAC Ti1lAl>!,l, PKM, privacy, IEEE 802.16 
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^J"^ ^ a ^^^1-2}. a ^'■^ {method for requesting, generating and 

DISTRIBUTING TRAFFIC ENCRYPTION KEY ACCORDING TO SERVICES IN WIRELESS PORTABLE 
INTERNET SYSTEM AND APPARATUS THEREOF, AND PROTOCOL CONFIGURATION METHOD IN THE 
SAME} 

4^ ^ ^^^^ oil oil ic]^^ oit]!^ Al^tfloH^I 7>o]^l- t^I^^^^^ 

^7i 3:#:£oicq-. 

^ 6^ ^ 5o\] A^Ul^ig 71 ^ ^Bll 3^1-^ollAl 71 ^ 

Till 7^1 oil 311-el-DiEi tiioi^^ :£^lt> :£^oli=+. 
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o] c:|- . 

<12> olEi^^ ^>ol J7^^ ^551^^1:^ ^olH (Access 

Point:AP)l- oj-g-^l-^ tfl o] ofl o] (mobi 1 i ty) # i:^^ ^^l^^l"^ 

<13> oje,-]^ :°.>Jj :^cfl oiEl^^^ T^*^^?]- a^#ol ^il o>5l Jl Si-^^^ , ^^fl IEEE 

802. 16# ^tfl ^^11 S^S]-7> SX^. 
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7] (10), 7l-oJ^> 1^5-1^1^71(10)^1- -^-ij ^^3*1-^ 71^1^(20, 21), 71^1^(20, 21) 

^ ^lolH^^lol# #511 Sl-^E-1 (30, 31)# ^^J-?]-!^. 

<16> #Hfl^ IEEE 802.11511- -^-y LAN ^tj"^ Jl^^ ^^^^ 

^TlS^ufloflAH ^-^1 -i-Alol 7>^^> dlolE-l -i-A] «>Al^ >11^^>J1 3X2.^, ol^ 7>oj^l- 
1^1^71 (Subscriber Station: ol ^1- "SS" "S^JL ^) ^ ^il^^l"^ ^ ^1 o>M , 

^^1 ^^o] o>y ^T^el tilolEl ^l^t>i^^ t>7lll- 7>^lJi SiSii^. 

<17> ^>:g ^ IEEE 802.16 3w ^^^SL! -t-^ ^tfl olEl^jll Al^^^ lo^ 

7>oi^l- i^i^MlO)ol 7] ^1^(20)01 ^^>*1-^ ^oll^-l 7l^l^(21)ol ^^>*1-^ 

^-T-oil:£ ZL ol§^# #71^1 tiloiE-i ^Hul:i# ^il^*> 

711 

<18> 01^,^*1 IEEE 802.16^ 71^.^0^^ #^1^" (Metropol itan Area Network. 

MAN)# ^l^el-^ #-yiy-(LAN)Iil- #>yi?>> (WAN)^ ^7> ^ 

<19> n'^M , -T-^ ^!tl^ ^1:^^^^ ol^#^ ^Hyl:^:^ ^>ol 7>oi^l- i^i^MlO) 

IHHiHlg ^l^^l-u^, 71-oJ^l- ^^°\ o]^o\] Tcl-s^ IP ojH^^ll:^ 

<20> o^7lA^, ^cfl oltli^ 7l-oi^> 1^^^(10)21- 71^1^(20, 21)^ ^^ ^ 

^ Si- (Orthogonal Frequency Division Multiple Access; ol ^1" OFDMASl-JH ^1-) 

^^3f>l^. OFDMA ^^M^ ^^^^^^ ^i^>#5ll^ (sub carrier) 1- 

37-7 



^^S] X-IH ^fl^^ ol-§-^>^ ^51]-^ ^l^m (TDM) ^t]-*} 

t^-^S]- ^V^ojiz}. oj^rl^V OFDMA ^ ^^^^^ ^^(muHi path)©!]^^ 

311 ojT^ (fading) oil ^J-^l-o^ , tilolEl ^##01 ^c+. 
<2i> 2^ :^zJf\ oitl^ ^1^^^^ ^1^ :£^1^> 7ll#:£oli:^. 

<22> 2o\] ^^]^ ^ol ^ IEEE 802.16-21 ^H^cfl oltl^ -^1^^-21 

^ 3^1 ^Sl Tfl^ (Physical Layer, L10)IJ} Tifl^^l ^fl c>| (Media Access Control: 

ol*> "MAC" olsl-ji ^) 7ll#(L21, L22, L23)^^ n^^^i^. 
<23> ^el 711^ (LIO)^ ^ ^ Tll^ollAl ^^5^1-^ ^-^j 

s}^ ^>^1^1 S^Ji MAC ^1 #011^1 tq-oj?]- ^^^Ml ^1^. 

<25> ^ ^-jjH 7^1^# #5^:^.13, MAC 711^^ HSl-olH^Al AlH^l# (Privacy 

Sublayer, L21) , MAC vHH^1#(MAC Common Part Sublayer, L22) , A| Hi S-^ 

^ts^ AlH^l^ (Service Specific Convergence Sublayer, L23) # ^^^*>l^. 

<26> Hsl-oitf|Ai xHH^l#(L2i)^ ^>^1 oi# ^ i^i^^l jil?^, ^>:£5l^ 7l^# ^^3*> 
u}. H^l-olHlxl AlH^l# (L2 1)011^-1 ^>^H1 tfl^> ol#°J-ol ^^JSlJZ, Al-g-^1- 01 
MAC°1 ^1#(:£^1 ^3^)o11^H 

<27> MAC ^HH^1^(L22)^ MAC Tll^^l ^M^O^ Al^tfl ofl^:]]^^ 

1^^^ *>i^^ H^fl^ (Traffic Connection) ^ -^^1, QoS ^^1 oil ^1 ^ 
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<28> M^]:^ ^tJ- (L23)^ tlloltl ^>^o\] ^o]A\^ m]o]^B. 

^HH^Il^ (suppression) ^ QoS ^^S^ 
<29> 3^ olBl^ ^l^^^oll^l 717^1^ (Base Station, o]-^\ "BS"el-Jl f]") 

<30> 3011 ^X\^ B\S} ^>ol , 7}"^^} ^"^{35)°] MAC 7]7]^iBS)°] MAC 7^1 

H^fl^ (Traffic Connection, CDojS^-^ ^fl^o] ^^fl*>tq-. 

<3l> "H^fl^ ^^(Cl)"olef -a-o]^ ^^^^1^1- oj-i^S^- ^e]^ 

^>^^1- i^-^MSS)^ 7l^l^(BS)Sl MAC ^^711^ (peer) # M"^]^ ^^1^ ^^^1^ 

<32> n'^M , HSfl^ (CI) -^^oIlAl ^^^^ 5I1-S]-T]lt1 TillAl;^!^ MAC ^ 

^ ^1#^>^ ^^*> ^o]^^ ^^fl^^ ^ sil^Stnltl ml^l^l7> 71-^^ ol 

nil A] ^1 oil ^-§-*>^ ^o]jz\. 
<33> a ^1^11 MAC DllAl^l^ ^^>o11 T:fl*> o^^ (REQ) , -§-1^ (RSP) , sj-o] (acK) 7] 

<34> ^>:g , IEEE 802.16 ^It]^ Aj^^ollAl^ Si^ ^H^lril- ^11^ 

^>7l ^sfl H^fl^ til ol El oil tfl^> o>:£Sl- 71 ^# ^^^1-Ji Sii^. H^ll^ tllolE-ioll 1:11 

^>:£S1- 71^^ ^Hyl:^:^ oj-^-g ^ «>^^# ^5ll €-2.?]- ^^A>%>^^ cfl 

51 JZ SiJZ, ^^^> ^H«l:^# ^ll^^Pl ^1^ ^^olu}. 
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<35> IEEE 802.16 Aj^t^ollx-l^ H^fl^ til t-i # "^^.3}^}^] 

H^fl^ ^^Hl SJ^H^H ofl^ H^fl^ H5fl^ ^>:^si- ^1 

E^fl^ ^^JlS]- ^jo] ^ ^crfl, ol^ ^l^l^lo] PKM-REQ (Privacy Key 

Managment - Request) TJUXjT-lS)- PKM-RSP (Privacy Key Managment - Response) Till ^1-^1 
1- ^l-g-t>i^. ^, ^"U^ PKM-REQ TJflAl^l ^ ^>M-^ ufl^ ^l^l^iy ?1 (Key 
Request) nUAj^l^ 71^1^^^ ^^tJ^^^ H^fl^ ^^JlS]^ ?1 ^^^j-Ji , 7] 

^1^^ ojoii tfl^v T^i^^^^ j^idii^. ^n^s.^.. 7] 7]^^ ?1 

m^o] ^-^oll^ ?1 -g-T^(Key Reply) mlA];^!!- *^^>JZ , ^Sfl^> 

S# ^-T-oll^ ?1 (Key Reject) ^1 # ^#?>1^. o] ^ H^fl^ 

<3e> o]9\ 7]^^ IEEE 802.16 o^^^^ ^^^l^^oWM ^^^1-^ 

^l-JlSl- 7] ^ ^I3fl ^J-^^ ^^^^ ^1^1^ ^l-ol^ -n-M ?fl^H (unicast) ^1 ^ 

<37> IEEE 802.16 :^i:fl oltl^l Aj^^t^o] t| ^ t| 7l-oj^Hl^l Si^ 

>.^T^> oj-qs]- TgE]?fl-ijE (Multicast) H^H?fl^H (Broadcast) ^^^]:^7?\7] 

<38> a^-iM", IEEE 802.16 ^T:fl olt]^ Aj^^lollA^ ^iEl^fl^H 

37-10 



<39> icl-sl-xH , ^ ^^^^ ^^11^ -^i-^l*! ^^11 ^# 5fl:i^>jz;^l- 

^ Al^t^ofl^H 1^«J=?> A-lyl:^:^ H^fl^^ ^ ?1 # '^5^*>JZ 

<4o> :^^>, M^]^^'^ ?1 ^^>oll Si^H^H ^afl^l- ^^^3^> 

<41> A>71 5Zf^11# ^>S^>71 ^tl- ^ ^^^^ ^>L+^ ^^ofl Ttl-^ olBl^^ ^1 

<42> oitli^ Al>:t^o1lAl 7l;^l^oll ^^^^ ^>^^1- ^^'^] ^1^1^^^ 

<43> a) ^7] 7l^l^Ill-ol H^fl^ €^ ^oll ^^^1 H^fl^ o^^ofl Al-§-^ H^fl^ 

o]-:^si- 71 # ^«iii|># ^H^i^i ^^^1-^ ^^] ' b) -y-71 ^^=1 AHyi:i #^^1 

Tcl-€- Hsfl^ "^^m ?1# -2.^^}^ 71 T]flAl^l# ^5-g^l-^ i^-^l: ^ c) ^>7l 
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?1 MAC (Media Access Control) Till A] ^1 # ol-g.^>o^ ^>7l 71^]^^ 

<44> C}^ ^^Ofl Ttl-^ -^-^ :^tfl 

<46> a) ^7] ^^^^-^E-l H^fl^ ^l-J^S]- 7l# ^^^j-^ ?1 nil 

^n-' c) ^^=1 M^]^^ iq^s- :^2fl^ 7\m ^5^^>^ ^^1; ^ d) 

^>7l ^5^^ HSfl^ ^^JlS]- S*]-^>^ 7] Till A] ^11- ^5>g^>o^ MAC 1111^1^11- 

<47> i^^^o] ^^oll icl-=. oit^i^ Xl^t^oHx^o^ X^yl^^ii HSfl 

<48> :^T:fl oi^-l^^ ^l^t^oH^-l 7]7.]^^ 7}"^^ ^^^^>^1 H^fl^ °!^oll A>-g-^ 

:^S11^ ^>:^S1- 71 # AlUl>:ii^ ^5-gei-o^ ^i3ll^>7l ^^^>^ 

<49> a) >y-7l 7>^;^1- T^^I^O] X^ylr^iii^ HSfl^ "Q^L^ 7]% ,2.^ ^1"^ 7l ml Al 

MAC miAi^i# oi-g-^i-o^ AV71 71^1^^^ #-y^i-^ ^A - ^ b) >y-7i 7l^l^ol 

^^7] 7\o^7\ 71 T]flAl^l# ^^*>0^ ^>7l ^Hyl:^: 
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<50> s. ^ TZ}^ TZ\^ :^zJf\ o]^]^ ^l^^^oijA^^ AHul^ig 

TjflAl^ll- MAC iJflAl^ll- oj-g-^l-o^ A>7l 71^1^^^ ^^^>^ 71 -2.^ Ti\]A]7] #Ai^; 
A>7l 7l^l^^^^t1 MAC nil A] ^11- ol-g-el-o^ 71 Ti\]A]7] 7] >| ^ 

71 -g-^/71^ DllAl;^! ^7] 7] ^^M^ Vi\]A]7.] ^Ai^oil 

71 -i-T^ Ti1lAl;^lu^ 71 71^ miAl;^ll- 71 -g-^ T3llAl;^loi ^ o.^^] 

^ H^fl^ ^>:^2l- 7l# ^#^1-J1, 7l 71^ nllAl^lol ^-?-o11^ oil 5,^ ^^^>^ 
TjflAl^l ^ A>7l 7lo^^ TillAl^l ^3^^^, 71 mlAl^l 71 

^ ^l^l^l m ^Ul^l ^^-^^ AflcH^^O^, A>7l ^l^l^oflTfl A-lUl^ig 

H^fl^ ^^:^S]- 7l ^^^>JZ, >y-7l 71^1 ^^^^El >y-7l SL^^ 7l ^^ol] ic} 

Sl- ^-ys]^ H^fl^ ^^:5:S1- 71 oll&l i^^^^Ajo] o1lE,-| ^^Sl^>^ 71 

<53> ig^ol 1:^1-^ ^^Oll ^tfl oltl^^ Al^^ioil^^o^ Alul^ig H^ll 

^ ^n^s} 71 ^ ^yfl ^>^1^, 
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^Hfl*>^ ^^-^l^^H, 

<55> A>7l T^-^^^^EI MAC oj-g-^l-o^ ^-ys]^ 9] ^ 

-y^>^ ?1 Till A] ^1 ^>7l ?1 Till A] ^1 ^Al^ofl ^611 ^-AISJ 7] o^^ 

^1^1^11- ^Ai^i-jz, 7i Till A] ^1 oil Aiu]^ #^1- ^?]-t> ^^^1-^ 

^ ^n^m 71 -^J^-^oll^H A>7l 7>ol^> ttm^dl o^ufl o^^^ AlUl:^: #^ofl 

^ HSfl^ ^>:£S1- 7l# a^J-^l-^ 7l -g-^ ^3flAl^l# MAC ol-g.^>o^ 

^1-^1 ^>^^1- ^^^^ #^^>^ ^1 -g-^ ^l^i^l ^ >y-7i 71 mixi^l 

miAi^l 7^oi^^ ^^i-^, HHfl^ ^>:^si- 71 ^3^^ ?1 -g-^ ^Ui^l # 

Aiioie^o^, A>7l 7\s^7.\ i^+^>^^El^ Aiyj^ig ^E^fl^ ^>:^si- 71 

o^-^oll tJ+St tfl-g-Sl^ AlUl^i^ H^ll^ "^^n ?11- ^J^^l-O^ ^13ll^>^ 71 ^ 
<56> ol-^floflA^^ ^^M- ^Jl^ ^ ^^^^ ^AHHl Cfl^l-Ol ^ ^^O] 

^*>^ ^i# ^oHi^i -i-A>o^ ^1^1^ 7.\7\ -g-oi^Mi ^d^m ^ ^>^^i^i 

^^tl-tl-. ^ ^^^-^ o^^-i ^>^1 ^>ol?]- ^ Si-^TJ^ ol^HUH 

^AHHi tl-^Hi^l s>^rq-. :£i3^lAl ^ ^^^Ml ^^^>7l ^nilA-1 

^^iSi^ ^3^^\^^. ^Aii^i -?1^^1# #^>oi ^^o\] tflnfl^H^ 
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<57> Oj^K ^ ^ A] oil oil ^tfl Oltli^ Xl^ 

tfloii^-lo^ ^HHlri^ H^fl^ ^>:^si- ?1 ^ ^i^fl ^^fl^H ^Ml^Ml 

<58> 4^ i^v^^ ^xHloll TT}^ :*n:ll ^^1^ ^l^BflollAl^ 

<59> 4# %>^^>i3, ^ys^^} ^"^o] 7l;^l^oii ^<^^>t3 (sio) , 7l;^l^^ 71-^ 

<60> 01^ ^>Ol , ^l^l^dlA-l ^l-*l=^3 ^^51 7l-^^> ^"^^ ^^^^3. 311- 

El-DlE-l# ^^^Ml =ll^(S30). c^]m , 3Il^S+DlE-l^ #S1 Tll^Sl -^^(o^l^ 

#01, Ai^tfl ^>#ui)oii TEi-^ %)\^ i^^^^Ei Tiii^i^ii- ^ Sil^. 

<61> 3 4:^ 7l-<y;^> T^:"^^ ^l^l^ol (Ranging) ^^l-# (S40) . 7l 

£11^^^ 7>oi^i- ti-T^vizi- 71^1^ 7>o^ ^oi°j, ^^^i-o^ ^^1 

^1^1^ Sl^ofl ^7l tllo]^ (initial ranging)# ^*5*1-JZ, ol :^ 

^ tflo]^ (periodic ranging)# t^^J^MI . 

<62> o] ^11 o] ^ ^ ^> (S40) 71- ^ = ^ ^ , 7>oi ^1- T^^T^i-IZl- 71 ^1 ^ 7>^ 05 ^ € ^ # 

1^^^ 71^ 7l^oll ^AVol 1^(350). olE,^*> 7l ^ 7l^oll tfl*} ^ -A> 

ol ^^^13. 7l^l^°l 71-oJ^l- ol#Al (Certificate)!- ol-§-^l-o^ 7l-o]^> 

ol^ol ^^^sji:^ (S60) . 
<63> 7>^7.1- ^S^t>| ^tfl oltiyi^ A>-g- ^*>ol a-olSli^, 7l 

^1^^ 71-oJ^l- olHt11:i# (S70) . ZL 71^1^^ DHCP A"! 
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MIP -i-efl IP ^l-^^> ^^^oll ^11^^1-0^ IP ^*5?>tq- 

(S80) . 

<64> IP ^^-^ ^>^^1- ^^^^1^1 ^^^°] ^il^^>7l ^ ^fl 

Z>Z>oll cfl^V HSfl^ ^*3t>i^ (SlOO) . 

<66> 5§ #^^>^, ^l-^^> ^^+"^(35)5^- 7]^]^{BS) ^Jo]] 7\S^^\ IP 

€^ ^^Xsio ~ 380)71- 7\s^7\ i^^(ss)-^ ^il 

^ SJTil s]D^, o]3} y^o] 7^]^^^ H^fl^ til 01 oil i^t> ^^:^si-l- epl ^eii 
A^yl^ig HSll^ ^^JlSl- 7l ^ ^«11 ^^1- (390)1- Tl^Ml ^ut. 

<67> Dl^i, 7>oj^l- i^i^MSS)^ ^>^ol €^1-^ M^]^^ #^^1 i^^> H^fl^ •a-JSSl- 7l 

# ^>^i|>7l ^611 7l^l^(BS)^^ PKM-REQ nll^l^lo] 7] (Key Request) nIlXl^H- 

(391) . ol Tifl, ^1 TillAl^Hl^ H5fl^ ^>:£S1- 7l# ^-lUl^^ii^ ^13fl^> 

7l 3ll-el-T:l E-1 71- ^7?\\ ^^51 U^, Ol^-i*} 511-S^-Dl E-1 oil cfl crU ^1 ^ M^^^ . 

<6e> 71-01^1- Ta^^MS3)ollA^ 71 Till ^1^11- ^^t> 7l^l^(B3)^ ^1 

^1^1^ s.^ ym^^ ^>o^ h^h^ "^^n 71 ^j-^ iiii7iM#^^ eii^ 

7>^;^l- T^+^M3S)oii *>^*> ^>:^sl- 711- "3^^ ^ zl A'^A ia:^Ms3)^ 

^>i:^^ (S93) . 
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<69> ^nmS.^, 7]7]^ {BS)o]]A\ 7\<U^\ {SS)o\]7]] %>^^> H^fl^ "^^^ ?1 ^3 

^o] ^l^l^(BS)^ PKM-RSP TJflAl^lol ^1 -§-i^(Key Reply) 7\<U7.\ 

^"^^ ^ #^>l^ - ZL'&\ 1^ , 7] ^1 ^ (BS) oil M 7\S^ ^\ CSS) oil ^1 ^"^^ H^fl 

^ ^^:^S1- ?1 ^Sfl^l-iS. 7] >\^{Key Reject) ti11a1^1# 7\<U7.\ i^^^" (SS) ^ ^ 

^^>Ut. ol Till, ?1 DllAl^loll^ ?1 ^S\\oW ^^sl oll&l ^:^7> S*]-5lTJ^. 

ojeitV oilE,^ ^:Bo11 1:11*11 ^^?>i:+. 

<70> ol^ :nol , 7l;^l^(BS)ol 7l -g-i^ 7\ 7\^ ^A\7^^ 7\^^A ^^f^^ (SS) oil ^ 

#t3^^^^ , ^>^^1- ia^^MSS)oll i:ll^> HSfl^ 7\ ^ ^afl ^^1-(S90)7> ^ 

<7l> olTtfl, 7l^l^(BS)ol 7>oi^l- i^T^>(SS)^ ^#^1-^ ?1 -g-^ Till Al^l oil ^ ^l-^^l- ^ 

^Mss)oi o^^^l-^ ^^^^^ 71 7> Sf]-sioi 3X^^, ol# 

^^t> 7>oj^l- T^+^MSS)^ *11^ ^ 7l ^1 ^ (BS) ^^^E-^ ^>yt> 

sil^ «>:^si- 711- ol-g-^>o^ tiioitioii cii^i-o^ ^>:£Sl^^l-7lui- ^:^si^i- 

<72> :£ 6^ :£ 5011 :£Aisi ^Hui^ig n^fl^ ^1 -"S-a ^ ^i3fl# ^^n^i 

ol ^7>Slolol: ^> 7l Till Al 7^1 oil a?3"Sl^ 5ll-el-DlE-l## tilol^oll :£tSo1 

<73> 6^ ^>^^>i3, ?l-^^> iS^MSS)ol 7l ^1 ^ (BS) oil 711 ^H^l^^ H^fl^ ^^JlSl- 

7\ ^^^1-^ 7l Till Al^l oil ^1]"^^ 311-el-Dl tl oil ^ ^^^1:^ (Service 

Type) 21- ^E^7ll^H -M^l^ ^# ol-o]!^ (Multicast Service Group ID) 71" 
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<74> M^]:^ ^l-^^l- ^^MSS)ol O]^^ M^]:^^ ^fl^^^Jl^l" ^l"^^! # 

H^fl^ "^^m ?1# ^5^*>o^ 

^>JZ^1- ^^^]^^ -n-^ol ^^?fl:iH ^H^l^i^ ^^fl^l-^ ^E]7fl^ 

H M^]:^ ZLW^ ^^^> ?>1=^^. O] ^El?fl:iH ^H^l^i a# Ol-Oll^^ 71-^^1- 

<76> 7^ :£ 60II M^]:^ El (attribute) # M"^!^^ :£ 

(Type)^ ^ o] (Length)^ 1 ByteOlul, ZL ^^ll T^l-et U] ^ 

yl^oll ofl^^l-^ H2fl^ 7] -2.^*1-^ ^olJZ, "I'-olT^ ^El^flrfhH 

yl^oll sfl^^l-^ H5fl^ "^^S} ?1 ^>^# -2.^*1-^ ^olTJl, "2"o]^ H^H?fl^H 

A-lul^oil sfl^^l-^ H^fl^ "^^m ?1 -2.^^}^ ^"^M, ^1^1 ^(BS) 

^ ^l-^^> (SS)^-^E-I ?1 Till A] ^1 oil ^HHl:^ SJ^-Sl-Dl E] 
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<78> :£ 8^ :£ 6ofl ^E^?fl:iH M^]:^ ZLW o>o1i^ ^H-S] M"^!^^ 
o] c:|- . 

<79> ;c ^Bl^fl:^:^ A\B]:^ oj-ol 1^ ^ IEEE 802.16 ^T:fl o] 

?fl^H ^H^l^i a# ol-oli:^ 3ll-e]-Dlt1^ El-oi (Type)^ ' 29 " o] J7 , ^o] (Length)^ 1 

<8i> 9^ 5ofl :£Aisi ^^ui^ig n^fl^ ^'-jisi- ?i ^ ^^fli- ^un^i 

o] ^7>^olo]: 7] Till A] ^1 oil S?]"^^ 3.^^ t|lol^# :£Alt> 

<82> g# #^*>i3, 7l^l^(BS)ol 7l-oj^> tfi^MSS) oil 711 ^H^l^^ H^fl^ "^^^ 

^^11 sll^ ?1# ^5^*>^ ^^oIl^H €3fl*>o^ ^>^Al- i^T^>(SS)o1l7ll # 
^^>^ ?1 ^l^l^Hl ^^VslTi^^ "^l^^>Al >|yl:i El-oi " (Unsupported 

Service Type) 5?1- "^^ol TgEl?ll:±:H ^1^1^ 35 o>ol (Unauthor i zed 

Multicast Service Group ID) § S.^^^!^. 

<83> "^l^el-^1 AlUl^ ^^"^ ^H^l^i^ HSfl^ ^1^:2:21- 711- #^^^^1 ^^11 7} 

i^I:^> (SS) ^^El ^Ai^^ ?1 Ti1lAl;^Hl Alul^ El-^oil Sl^]^ a\b] 

r^: ^^7> 7l;^l^(BS)o11 7.]^o] ^7\^^ o]^^^ ^Sfl i^-g-# 
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i^m^ (SS)ofl^-l ^^s]^ ?1 ^1^1 ^1^ €H ^o] 'VoIt^ "^1€*> 

<84> *>:g . "^t>ol TgEl^fl^::^ ol-ojcq"^ 7l-^;^> (SS) o] ?] 

o^^ T]1lAl;^lo11 i^l-^ X^ylr^: i^^S^-nl ofl ^E^^flr^iH r^: ^^^^ 

, zi n ^E^^fl^iH M'^]^^ 3# ol-o]!^ iil^Stnl t-i oil 7]^^ 71^1^ (BS) oil 

<85> o]^]-^ ^1^71 ^ ^Ajo^loii it]-^ j^tfl Aj^aioiiAi ^^yj^ig 

<86> 10^ ^ A] oil oil ^Hul^ig H^fl^ ^^:^s} ^1 ^J>g ^ ^Hfl ^> 

<87> looll ^Vo] , i^^o] A] oil oil ^H^l^^ H^fl^ ^^JlSl" 

?1 ^ ^afl ^^^1^ 7l;^l^(100) ^ 7>^;^1- i^+t^M200)# it]-*>i:+. 

<88> 71-Oj^l- 7\ DllAl^l -^3^:^(110), 7\ TJflAl^l #-^^(120), 

^1 -§-^/^^ ^l^l^l ^^-^(130), TJflAl^l «.Ai«.(i4o)^ DllSSl(150) ^ 71 Ail 

<89> 71 UllAl^l Aj>g«.(iio)^ 71^1^ (200) oil 711 ^H^l^^ HSfl^ ^^JlSl- 71 *> 

^# ^^^1-^ ?1 iill^l^ll- ^3^t>T^. ol ^ ^3^^^ ?1 ^l^l^l^ IEEE 
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802.16O11X-1 MAC ullAl^l ^S] ^l-L+ol PKM-REQ uUxj^l^^ ^5^S]b^, ^7] ^ 6o\] ^ 
B}S\ M^]^^ E+oJl^- T^El^fl^H M^]^^ ZLW o\o]r] ix^^Ti]^^7\ 

<90> ?1 o.^ Till A] ^1 ^>y:^(i20)^ ?1 TiflAl^l (llO)oflAH ?1 

T]11Xl7,l# MAC Ti\]X\7] ^ ei-q-o] PKM-REQ TJflAlT^l^ oj-S-ei-o^ ^>t|l 1^(170) # #ofl 7] 

<9i> ?1 ^ TillAl;^! ^>y«-(i30)^ 7l;^l^ (200)^^-^t1 MAC iiW^]7] # ^^o] 

PKM-Rsp oi-g-^l-o^ ^1 -§-^ mixi^iq- ?i T]flAi^l# ovtiii^ 

(170) # -i-ofl 

<92> DilAi^l «.^^(140)^ ?1 vt\]X\7] (i30)ofl s]efl ^-ysj ?1 -§-^ 

<94> ?1 o^^ Allol «. (160)^ 71^1^ (200) oil 711 "^^m^ ?1 ^ 

^^>jz. 71^1^ (200)^^^ Ei Aiui^ig^ Hsfl^ ^^:i:Sl- 7ll- ^7]\^ ol-i^^ 

oll^i i^^^jAl 3 o\]^^ ^o\A\ ^^el^>7l ^^11. 71^^ TillAl^l ^3^^(110). 71 

o^-^ TiWX\7-] ^>y^(120). 71 -g-^/71^ ^]^]7-] -^Al«.(i30). TillAl;^l «-AlH.(i4o) ^ 
T^llSSl (150) °1 ^1lt>|*>l^. 

37-21 



<95> ^1^1^(200)^ ?1 ml^l^l ^>y^(210), mlxl^l ^^-^(220), 7l-oi^> 

^^^(230), TiflSe^ (240) , HSfl^ ^>:£S1- ?1 ^3^^(250) ^ ^1 -§-^/^^ ^l^l^l 
#>y^(260) ^1 ^ ^il o| (270) # ^^j-?]-!^. 

<9e> ?1 TillAl^l ^>yH.(2io)^ 1^+^^ (100) oil ^^^^ MAC iiW^]7] ^ 

e>i^oi PKM-REQ T}1lAl^l§ oj-g-tl ?1 -2.^ ^1^1^11- ^^i] q- (280) 1- #efl 

<97> a]] A] 7] «.>MH.(220)^ ?1 TfllA];^! (210) ofl sfl ^-^^ ?! iiflAl 

<98> 7\S^7\ ^^-^(230)^ 9] TiflAl^loll S.^^ ^E^^fl:^:^ ^1 

^Bi^ll^jE Aiui^ ^# oi-oii:qoii 71^^ ^^;^>7> jEBfl^ «>:^sl- 711- ^^^^1- ^ 

<99> Tills. Si (240)^ TiflAl^l ^^^(220)011 olcrfl ^5Z}V1- 7>oi ^1- ^ig-^ (230)011 

<ioo> H^fl^ ?1 ^3^^(250)^ ;'>^^1- T^+^^^^tioi H^fl^ ?1 ^^oii 

1:11 ^>o^ ?>5ll^H ^^Ul^^ "n^^ ?H ^5^?>T^. 

<ioi> 71 ullAl^l ^^«-(260)^ H^fl^ ?1 -^5^-^(250)011^-1 H^fl^ 

o>:^si- 71 ^^^^^ ^-^oii^ ^3^^ H^fl^ ^>:^si- 71 # ^m>^ 
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?1 -g-^ ^5^^>o^ MAC Till A] ^1 nl-M-o] PKM-RSP ml^l^j^ oj-g-^l-o^ oVt)] 

^Hl- a?]-^!-^ ?1 ^1^1 PKM-RSP Ti1lAl^l# ol-g-^>o^ 7>^^1- 1^1-^^ 

(100)^ ^^^>i^. 

<102> ?1 ^ ^tifl »1 (>| (270) ^ 7l-^^> i^i^^^ (lOO)S^El^ ^Hu]^^ H^fl^ 

^> i^i-^MlOO)^ ^^^1-^1 Till A] ^1 ^^«.(210), TillXl^l ^^-^(220), 7> 

oi^> ^ig«.(230), T3flS.5^ (240) , H^fl^ "U^m ^1 ^5^^(250) ^ ^1 -g-^/^^ Till 
^1^1 #^^(260)°] Ailo|*}t+. 

<104> S. i^^Oll 1^^^ S^^> 91^. 

37-23 



^J-^?]- io># -^^im ^ 9X^. 
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[^^%^ 1] 

a) ^>7l 7l^l^IZf°l ^ofl 4>7l H^fl^ ^ ol] Aj-g-^ H^fl^ 

b) ^7] AlU]^ TT}^ o>:^Sl- 71 # ^^^>^ 71 TiflAl 

c) -^1-71 ^3-^^ 7l SL^ ^1-^1^1# MAC (Media Access Control) T}11a1;^1# ol-g-^> 
^7] 71^1^^^ #>y^>^ 1^711 

# i?]-^l-^ ^tl^ ^1:^^^011X1 A-lUl^ig H5fl^ ^^:^S1- 7l 

2] 

-y-71 b) i^TlHlA-l, >y-7l AlUl^ ^^7l 7] TJllXl^Hl i^l-sl 311-Sl-DlEl 

Oil 7l^s} ^# -^^^^ ^1-^ °]tl^ ^l:^^^oll^H^ ^H^l^^ HBfl^ 

71 . 
3] 

^ill%> ^il2%>o11 olo|A-l, 
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>y-7l M^]:^ #^^1^ -^M?fl:iti (Unicast) ^1 :i , ^ riH (Mul t i cast) M 
^ H^H?fl:iH (Broadcast) ^^^^ ^# ^^^^ ^^fl 

[^^%^ 4] 

ol-oju^ (ID)7> ^7] ^11^1-^1^ 311-5^^1 ofl i^>Sl 

^ ^# -^^^^ ^1-^ oiH-i^ ^l^^^oiiA-] ^Hui^ig H^fl^ ^i-:^si- ?1 

5] 

c) 1^+711 oil ?1 -2.^ ^l^l^l^ IEEE 802.16 MAC Till 

A] 7] ^S] ^>l^ol PKM-REQ (Privacy Key Managment - Request) Ti^AlT-l^ ol-g-^>o^ ^ 
^# ^^-2.^ ^1-^ ^i:fl olt]^ Al^^^oll^^^ ^^Ul^ig H^fl^ ^^JlS]^ 

6] 

a) ^7] 7\<>^7} ^HUl^^ H^fl^ 711- -2.^^>^ ?1 Till 
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c) ^7] M^]:^ H^fl^ "n^n ?1# ^3^*>^ ^^1; ^ 

d) ^5^^ "U^n ?1# Sf]-^>^ ?1 -i-^ MAC 

[^^%^ 7] 

>y-7l b) ^no\]A\^ A>7l ?1 Till A] ^1 oil >y-7l Ajyl^: 7> 

^>7l c) ^>7l ^^=1 AHU]^ ^^o\] Tt^^ A>7l 7>oJ^l- t+T^>ofl 

^# -^^-^^ ^El^ ^l^^^oijAi^ A^yi^^ ^^fl^ "^^m ?1 

o o ^ °n o - 
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9] 

^7] 7\'u^\ ^a^^^o] ?i# ^^*> ^^yi^ i^sfl oi- 

(Unsupported Service Type)# 7l^fle>o^ ^7] 7}"^^} ^'^^ 

^# ^^-^^ ^1-^ ^tfl oiEjx^ Ai^^ioii^^o^ ^^yl^^ J^sfl^ 7] 

[^^%^ 10] 

>y-7l A\B]:^ ^^oll^ -^M^fl^t] (Unicast) A] U] ^ , (Mul t i cast) M 

^ H^H?fl:^iH (Broadcast) MB]:^7\ ^^^^ ^# ^^ -t"^ 

[^^%> 11] 

>y-7l 7\^7} ^^O] HSfl^ 71 # ^^^> AH^l^ ^E^?fl:^^H ^1 

^*fl *fl^ ^E]?fl^H ^Hyl:i7l- ^il^ #7l-^^> -y-71 oll&l ^Holl "^^> 

^t]?fl:iH ^H^l:^ oj-ojtq " (Unauthorized Multicast Service Group ID)# 

^l^fl^^o^ ^^^1 ^"^^ ^^^\^ ^# ^^-2.^ olE]^ Al^B^ 
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[^^%> 12] 

^^^1 ?1 -i-"^ ^l^l^l ^ ?1 ^l^l^l^ IEEE 802.16 H^:^^^ MAC Till 

A]7] ^>M-y PKM-RSP (Privacy Key Managment - Response) TiflAlT^l^ oj-S-^l-o^ ^ 

^# ^^^^ ^1-^ ^ti^ ^l^^^oii^^o^ H^fl^ 

[^^%> 13] 

A] oil A] ^1^1^^ ^^^^>^1 H^fl^ A>-§-^ 

^l-JlSl- 711- ?1 -§-^ ^1^1^11- MAC nil A] ^11- oj-g-^l-o^ A>7l T^^i^^^ 

[^^%^ 14] 

Alll3%>o11 olo^Al. 
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4>7l a) i^tTll oil , ?1 -2.^ ^l^l^l^ IEEE 802.16 S.^ B.^:^^^ MAC v\] 

^1^1 ^ ^l-M-SL! PKM-REQ oj-g-^l-o^ #^=1^ ^# 

[^^%> 15] 

;^1li3%>oii oioi^-i, 

^]^^ oil^l a?]-^>^ ^] MAC Dllxl^H- oj-a-^l-o^ >y-7l 7> 

[^^%^ 16] 

^ill5%>ofl oio^^^^ 

^7] b) 1^+711 oil ^ ^^^1 ?1 -g-^ Till A] ^1 ^ 7] 71^ Till A] IEEE 802.16 

MAC Till A] ^1 ^ ^>M-ol PKM-RSP Till A] 7^1 § ol-g-^>o^ ^# -^^^ 

^ ^1-^ ^t]^ Al^E^dlA^^ A^Ul^ig H^fl^ ^^JlS]- 7l ^ ^yfl H 

17] 

4>7l 71^1^011 711 ^H^l^^ H^fl^ 7l ^^^>^ ?1 TillAl^l 
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^7] ?1 Till A] ^1 ^5>a-^o11X-1 ^g^^ ?1 MAC Ti1lAl^l# ol-g-^> 

^7] 7]7]^S.^^^ MAC BllAl^l^ Ol-g-^>0^ ^^S]^ 7] -i-^ TiflAl^l 7] 

?1 -i-^/^^ iiH-^l^l ^-^d^oll ^^fl ?1 -g-^ ^l-^l^^lL^ ?1 Till 

miAi^l ?i miAi^i ^>y:^, ?i -i-^^/Ti^ miAi^l ^ 

# i?]-^l-^ ^tiyi Al >:t^oiixH Alyl^^ig HSfl^ "^S.^ 7l 

^J^l - 

[^^%> 18] 

Alll7%>o11 oio^Al, 

4>7l 71 TillAl^Hl^ X-lyl:i ^>7l MB]:^ ^^7\ ^ ^1 ?ll:iH ^^ ^1 

>.ol ^0.0^ 7>ol^> ufi^Vo^ iit|?ll:iH ^Hyl:^: 3# o>oll^^> ^# 

*1-^ -^-ij ^tfl olEl^ ^1:^^^011^101 AlUl>:ii H^fl^ ^>:£Sl- 7l ^>^1 . 

[^^%> 19] 

^ill7%>o11 olo^Al. 
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[^^%> 20] 

^yfl^>^ 7]^]^ ^^^]o\] oioi^H, 

^>^^1- ^^^^-^E] MAC ol-g-^>o^ ^1 -2.^ ^1^1 ^ 

-y^>^ ?1 Till A] ^1 ^-y-^: 

T]ilxl;^loil M^]:^ #^1- ^?3-*> ^^^>^ ^]^]7-] 

71 TiflAi^Hi o^oii -2.^^ ^Hui-ioii tfloii H^fl^ ^>:^si- 71 # 

A>71 mlAl^l ^^-^oll 51 nil AHHl:^^ ^>:^S1- 71 # ^3 ^ 

^ ^>:^S1- 71 ^3^^; 

4>7l H^fl^ "y-JSSl- 7l ^J^-^oflX^ ^>7l 7>^;^1- i^fT^l^oll o^5ll -2.^^ M"^]:^ # 

^oll tcl-s]- ^g^^ Hsfl^ ^>:^2l- ?1# ^t]-nl-^ ^1 -§-^ alUl^l# ^5^^>o^ MAC ml XI 
ol-S-*>o^ ^>^1 ^>^^> ^^^^ ?1 -g-^ mUl^l ^ 

^>7i 71 miAi^i miAi^l 7>oj^> ^ig-^, HHfl^ ^>:^si^ ?1 

^^^^ ^ ?1 -i-^ ml^l^l ^^^^ 7^\0]t}0], >y-7l 7>oj^> i^t^^^^El^ 
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[^^%> 21] 
[^^%> 22] 
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2] 



MAC 



Service Specific 
Convergence Sublayer 
-(®- 

MAC Common 
Privacy Sublayer 

Privacy Sublayer 

(® 

Physical Layer 
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h- L22 
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-L10 



3] 

{SS) 



UAC 






1 







eoanection 



CI 



Frame | 



(BS) 



MAC 
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4] 







' 




































IP Eia 













— S40 



~-sao 



— S90 



5] 

ss 



3| £5) n|A(s| 



BS 



S91 



^1 sa/^i niAui 



S93 



Attribute 


Contents 


Service Type 


Service Type 
(Unicast or multicast or broadcast) 


Multicast Service Group [D 


Identifier of multicast service group 
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7] 



Type 


Length 


Value 




28 


1 


0: Unicast Service 
1: Multicast Service 
2: Broadcast Service 
3-255: Reserved 




8] 








Type 


Length 


Value 


29 


1 


Identifier of the multicast service group 



9] 



Error Code 


Messages 


Contents 


7 


Key Reject 


Unsupported Service Type 


a 


Key Reject 


Unauthorized Multicast Service Group ID 
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